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Abstract— Risk refers to a set of events that lead to loss but risk 

from the tax perspective refers to the taxpayers’ behaviors that 
may lead to negligence from the public property by the taxpayers 
due to tax evasion. Such actions cause unusual volatilities in the 
amounts envisaged in the government budgeting. The fiscal and 
financial transactions outside the scope of the precautionary 
bound and failure to achieve the expected revenues of the country. 
One of the most important types of tax risks is concealing the 
information on buying, selling and contracts that in case of being 
uncovered in the financial sector it leads to the issuance of 
amendments to taxpayers. But if it is uncovered in the due course, 
it leads to the non-fulfillment of tax collection and thus negative 
financial waves at the national level and ultimately leads to 
detrimental financial impact to the financial framework of states 
and countries. The main purpose of this paper is to analyze, design 
and implement a system to extract high risk taxpayers and provide 
a model to forecast the amount of tax assessment notification of 
the taxpayers for the coming years so that it would play the role of 
the assistance system for the tax experts to issue the assessment 
notifications with realistic amounts during the assessment and tax 
audit to prevent major errors in the tax assessment. To extract 
high risk taxpayers using the variance and the mean standard 
deviation the suspicious financial behavior is detected and then the 
previously supervised data that exist in the tax base as amendment 
forms are used to classify the taxpayers and also the job coefficient 
field is used and high risk occupations are identified and classified. 
One of the strongest and best practices in this field is the use of 
statistical and financial calculations in time domain. The main 
feature is the amount of taxable income based on which the 
purchasing, sales, revenue and profit can be calculated. By 
studying the volatilities and noise detection in the amounts paid by 
taxpayers during the past years and also creating linear regression 
analysis it has been possible to discover the risk levels and forecast 
of the tax assessment notification for the coming years. Also using 
this technique tax assessment notification error tolerance of the 
previous years is obtained. Finally the high risk taxpayer detection 
system known as HTS is provided with the best and quickest 
manner possible. 

Keywords— Data mining, task risk assessment, tax fraud 
detection, machine learning, artificial neural networks, big data. 

I.  INTRODUCTION 

Tax evasion is mostly performed by the taxpayers to reduce 
tax liability and this illegal action is usually performed to 
misrepresent the financial facts to government and tax 
authorities by providing false tax reporting, such as declaring 
less income, less profit and more or exaggerated costs.  

Tax evasion measurement for each country represents the tax 
gap in that country. Gary Becker the winner of Nobel Prize and 
economist in 1972 presented an economic model for tax evasion 
and stated that tax evasion can be considered as the main source 
of reduced government tax revenue and tax evasion level 
depends on the possibility of incorrect diagnosis by tax officials 
and level of criminal penalties and criminal law of that country. 
They have stated that tax evasion is directly associated with tax 
rates, unemployment rates, the public revenue level and 
discontent with the government. 

In order to extract colorful taxpayers in this paper, a data 
model is built for each taxpayer. The model has been used as an 
assistant system for experts in the tax offices and obtained 
results were close to real results.  

II. RELATED WORKS 

The methods applied in different sources that have studied 
auditing the high-risk taxpayers include classification and 
correlation and association rules [2], Bayesian networks [1] and 
support vector machines, genetic programming, logistic 
regression and the likelihood neural networks to identify fraud 
and risk. The fuzzy and probabilistic networks are also widely 
used in the forecast. Ghosh and Reilly (1994) offered a three-
layer neural network model [28]. Also Dorronsoro, Ginel, 
Sanchez and Cruz (1997) used neural networks to detect fraud 
[29]. Shen, Tong and Deng (2007) applied Decision Tree, 
Logistic Regression and Neural Network methods for data 
classification for fraud detection [30]. Moreover Quah and 
Sriganesh (2007) applied neural networks clustering 
capabilities. Self-Organizing Map (SOM) method is a method 
based on neural network that uses learning techniques without 
experimental data [31]. Gadi, Wang and Lago (2008) employed 
Neural Network, Naive Bayes, Bayesian Network, Artificial 
Immune and Decision Tree for fraud detection [32]. Finally, 
Guo and Yangli (2008) used neural networks to detect fraud 
[33]. By studying these methods the colorful approach presented 
in this article is improved in terms of performance. 

III. PROPOSED METHOD 

A. Identification of high-risk taxpayers 

Bart Baesens [27] et al have proposed a proper exploration 
conceptual model based on the factors that enable financial fraud 
in different jobs. The model is depicted in Figure 1. 
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Figure 1: fraud triangle [27] 

In order to test the proposed algorithm, some real data has 
been collected from a tax office. In the implementation of high-
risk taxpayer detection system the high-risk taxpayers are 
detected by five methods. As shown in Figure 2 the input for all 
three first methods is the same and different outputs are obtained 
depending on the applied method and techniques and also the 
outputs of the four different methods are used as aggregated for 
the colorful approach. According to the tax data for a 5-year 
period between 2010 and 2015 the following output is obtained. 

B. Risk assessment by volatility 

Based on tax experts’ opinion the previous years’ definite tax 
forms are extracted and refined (five years) then the assessed 
notifications are also studied. Then the following factors are 
deducted from the refined list: 
 The ones that had the assessed and definite form in the final 

year are excluded 
 The ones that had the definite form in the final year are 

excluded 
 The ones that have been exempt from tax payment are 

excluded 
 The ones that had no activity according to the center are 

excluded 
 Priority of the income cases that are hereditary are reduced 
 The noise and volatility of the assessment forms are 

calculated  

The taxpayers that attempted to shift location are 
intelligently detected. Since Iranian Tax Administration Office’s 
jobs system is locations based, it is necessary to detect a taxpayer 
in different areas and classes to analyze his tax behavior record. 
After collecting the result, the outputs are testes individually 
based on reviewing the records of high risk taxpayers case by 
case by tax officers and the output accuracy of high risk 
taxpayers’ detection is analyzed 100% and the potential 
problems are resolved. Among 32,954 taxpayers handled by the 
risk assessment, 95 cases are detected as volatility high risk 
taxpayers that lead to the loss of public property. Also a section 
is developed as “regression forecast” inside the risk assessment 
system that enables the tax officers to forecast assessment 
notification amount. 

Figure 2: Implementing five algorithms on tax information 

C. Risk assessment by upper limit of self-reported amounts by 
tax payers 

Department of risk assessment using upper limit of self-
reported amounts needed to run a query on the high volume of 
tax data and using the parallelism, parallel processing and Loop 
Inter Changing techniques the program speed is increased to 
more than 90 times and also the use of served memory is 
optimized and had a significant impact on correct system 
performance. 

D. Risk assessment by mean probability method 

According to the formula (1) if the tax data as X1, X2,. . ., Xn 
have the job coefficient W1, W2,. . ., Wn, to calculate the 
weighted arithmetic mean with job factors effectiveness:  

ݔ̅ = ∑ ∑௜௡௜ୀଵݔ௜ݓ ௜௡௜ୀଵݓ 																																										 (1) 

 

In which the weight for each job is equal with the job factor 
and Xi is the amount of taxable income. The equation 1 presents 
the weighted arithmetic mean of taxable income. 

If the taxable income of all taxpayers is positive, it's essential 
to use the geometric mean that is presented in equation (2). 

)=ࡳ ෑ 1=݅݊݅ݔ )12																																			(2)	 
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The algorithm used to calculate and identify taxpayers’ risk 
is as follows: 

 Classifying the definite forms and removing the taxpayers 
with amendments. 

 Obtaining the performance of supervisors without the effect 
of amendment form amount. 

 Calculating the geometric mean for each taxpayer's taxable 
income. 

 Calculating the mean taxable income minus the income 
assessed by the previous forms. 

 Calculating the first part of the variance which is the power 
of each taxpayer. 

 Obtaining standard deviations for each taxpayer. 
 Specifying the location of the taxable income of each 

taxpayer in the range of standard deviation and tax risk 
assessment. 

 Adding the acquired reputation and taxpayers’ specifications 
per year. 

 Summing the taxpayers’ risk based on the case, scope and 
taxpayers’ number. 

 Testing the output accuracy. 

In this the amount and distance of the definite taxable income 
per year of the mean and standard deviation as well as the place 
of standard deviation are included, i.e. as shown in Figure 3 
standard deviation’s precautionary bound is calculated by 
geometric and weighted means and bounding it by standard 
deviation and the model is formed. 

Figure 3: Calculating the mean and variance of probable taxpayer revenues 

Taxpayers whose income has negative protrusion from the 
variance and standard deviation means i.e. they have a reduction 
in the declared tax and they are introduced as diverted high risks 
from the mean criterion. 

Example: For the taxpayer with the income tax (in million Rls) 
based on Table (૚) and equations (૜), (૝) and (૞): 

TABLE 1: CALCULATING THE VARIANCE AND STANDARD DEVIATION OF THE 

MEAN FOR THE TAXPAYER'S TAXABLE INCOME IN DIFFERENT YEARS 

૛ࢾ = ૚૝૙૙ 
࢏࢞ 1390 3191 1392  (ܚ܉܍ܡ)

ഥ࢞=	૚૝૙ (million Rls) 
࢏࢟ 100 130 190  (܍ܕܗ܋ܖܑ)

 
By calculating the mean, SD and variance: 

Mean				̅ݔ = 4203 = ૚૝૙																																																			(૜) 
ߜ			ܦܵ  = √1400 = ૜ૡ																																																						(૝) 

 

Variance	ߜ૛ = (100 െ 140)૛ ൅ (130 െ 140)૛൅(190 െ 140)૛3 							(૞)= ૚૝૙૙ 

 

E. Amount based high risks based on regression forecast 

If the taxpayer has an income higher than the taxable income 
and their definite form amounts do not comply with the amounts 
predicted by the regression, he is identified as Grade 1 high risk. 
However after regression calculation, these individuals are 
divided into three groups based on the amount of taxable income 
and both purposes of “classification based on the income” and 
“noise assessment in the forecasted amount by regression” are 
met at the same time.  

Regression calculation is done as ොܽ = ොݕ െ ݔ̅ ෠ܾ and ݕ௜ = ܽ ൅ܾݔ௜ ൅ ݅			௜ߝ = 1,… , ݊. This technique is one of the most 
powerful methods by which it is possible to forecast the future 
tax revenues and perform risk assessment where Y is the 
dependent variable y, X is the independent variable, ߝ is he 
model error and a and b are constant values. ܾ෠ is calculated based 
on the equation 6 and to solve the linear regression fitness of the 
taxpayer with the taxable incomes based on Table 2: ෠ܾ = ∑ ௜ݔ) െ ௜ݕ)(ݔ̅ െ ∑ത)௡௜ୀଵݕ ௜ݔ) െ ଶ௡௜ୀଵ(ݔ̅ 																																										 (6) 

 

TABLE 2: CALCULATING LINEAR REGRESSION ANALYSIS  
FOR AMOUNTS OF INCOME 

ഥ࢞=91 1392 1391 1390 ࢞࢏ ࢏࢟ ഥ࢟=140 190 130 100 (ܚ܉܍ܡ)  (܍ܕܗ܋ܖܑ)
 

By calculating the above amounts and according to the 
equation: b=45 and a=-3955. Therefore yi=-3955+45x. Thus the 
forecasted amount for different years will be based on Table 3. 
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TABLE 3: CALCULATING THE AMOUNT OF TAXABLE INCOME  
WITH LINEAR REGRESSION 

1390 1391 1393 Performance year (Persian calendar) 

95 140 230 The amount of linear regression forecast 
(million Rials) 

 

The algorithm that is used for regression calculation and risk 
assessment is summarized as follows: 

 Forming the regression formula Yi=a+bXi+Ei 

 Selecting the last amendment form and the largest definite 
taxable income. 

 Obtaining the taxable income for each taxpayer. 

 Calculating the mean taxable income of each taxpayer. 

 Calculating the regression numerator and denominator. 

 Calculating Yi and regression numerator and denominator for 
all taxpayers. 

 Calculating regression model fitness Yi=a+b*Xi per taxpayer. 

 Those with a high value of the mean regression forecast for 
different years are amount based high-risks. 

 Those with a high difference between definite form amount 
and the amount forecasted by the regression for that year are 
assessment based high-risks. 

 Adding the acquired reputation and taxpayers’ specifications 
to the output. 

 Calculating the reduced amount compared to the regression 
forecast in all years and sorting by protrusion of the scope of 
regression. 

 Those with a high mean regression forecasted amount are 
amount based high-risks. 

 Testing the accuracy of the output by the tax experts. 

F. Amendment and assessment high risks  
(Detecting the tax experts’ errors) 

For taxpayers who have declared ܽ Rls income but after 
presenting the declaration, there are evidences suggesting that 
the income is more than the declared amount, a tax amendment 
form is issued and the main tax and the related fines are collected 
from them. These typed of data are called the supervised data 
and they are used to determine the high risk taxpayers. As the 
amendment and the definite form information and the amounts 
listed in the definite tax form of the previous years is obtained, 
the linear regression amount is forecasted and also the taxpayer's 
mean variance SD is available, the deviation in the assessment 
(tax expert’s error) is easily calculated. All severe noises in the 
amendment amount or the definite tax form is obtained in all 
years and the distance between the definite taxable income and 
the mean and standard deviation and the place in SD is 
calculated and by including the amendment and job factor the 
standard deviations of the mean high risks are detected. Finally 
all outputs are integrated as the high risks and the taxpayer risks 
are counted and colorful high risks are detected. It means that 

the taxpayers with the maximum tax risk are identified and 
presented to the tax office.  

The final cumulative algorithm to detect tax risk (approved by 
senior tax experts in Iranian National Tax Administration): 

1. Obtaining the class, scope and functions and searching 
in job tax bank. 

2. Finding the definite forms in all years, but in the same 
class and scope. 

3. Finding all definite forms in other classes and scopes 
of a job. 

4. If multiple jobs are found the user is asked about the 
job to be regression forecasted. 

5. Regression calculation for the entered year by the 
operator. 

6. Choosing the greatest amount among the amendment 
forms of the taxpayer. 

7. Calculating the taxable income per taxpayer. 
8. Calculation of Yi and dividing the regression to the 

definite taxpayer forms. 
9. Calculating and fitting the regression model 

Yi=a+b*Xi 
10. Collecting the final result. 

In Figure 4 a form of final calculation that is a kind of support 
vector machine (SVM) is observed. The problem with the mean 
variance and standard deviation is that they are less sensitive to 
the changes with sharp edges but in this method the severe noise 
and financial changes are detectable. Regression method acts 
well in coping with protruding data or the protrusion from the 
tax security scope. It can be observed that in the case of the error 
appeared in the mean standard deviation is rectified and the 
system presents the output without error.  

 

 

 

 

 

FIGURE 4: REGRESSION ALGORITHM BASED ON SUPPORT VECTOR MACHINE 
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FIGURE 5: DETECTED HIGH RISK TAXPAYERS WITH COLORFUL METHOD 

I. CONCLUSIONS 

Various methods are implemented to extract the high risk 
taxpayers but in practice the colorful taxpayers’ algorithm 
presented the best result compared to the mean standard 
deviation, job factor, amount based and amendment based 
methods (Figure 5). The power of this method is the combined 
use of regression techniques, support vector machine and 
prioritizing the high-income taxpayers. 
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